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What is IIoT?

IIoT refers to interconnected sensors, instruments, and other devices networked 
together with computers' industrial applications, including manufacturing and energy 
management.  

- from Wikipedia



IIoT needs common understanding language –
communication protocol



What is OPC UA?

• OPC UA originated from OPC (Ole Process Control) from 1995
• OPC DA
• OPC HDA
• OPC Alerts & Event

• OPC UA is Open Platform Communication Unified Architecture, a new 
generation of OPC standards

• Supported by international companies
• Microsoft
• ABB
• Siemens
• ……



OPC UA features

• An IEC international standard – IEC 62541

• Client - server communication model

• Focus on communicating with industrial equipment and systems for data collection and 
control

• Open - freely available and implementable under GPL 2.0 license

• Cross-platform - not tied to one operating system or programming language (Windows, 
Linux, Android, etc)

• Service-oriented architecture (SOA)

• Inherent complexity - in September 2020, the specification consisted of 3151 pages in 15 
documents

• High security functionality for authentication, authorization, integrity and confidentiality

• Integral information model for specific industries, such as oil, gas, buildings



OPC UA Open resources

• Official organization: OPC Foundation https://opcfoundation.org/

• Free documents: standards and specifications are free

• Lots of free resources for all platforms and languages:
• OPC UA .Net Standard (C#)

• Open 62541 (C)

• S2OPC project (C)

• Node-opcua (Javascript)

• Python-opcua (Python)

• ……

https://opcfoundation.org/
https://github.com/OPCFoundation/UA-.NETStandard


OPC UA Standard – IEC 62541

• Part 1: Overview and Concepts

• Part 2: Security Model

• Part 3: Address Space Model

• Part 4: Services

• Part 5: Information Model

• Part 6: Mappings

• Part 7: Profiles

• Part 8: Data Access

• Part 9: Alarms and Conditions

• Part 10: Programs

• Part 11: Historical Access

• Part 12: Discovery and global 
services

• Part 13: Aggregates

• Part 14: PubSub



OPC UA Standard – IEC 62541 documents



OPC UA Target applications



OPC UA Client architecture



OPC Server architecture



OPC UA – chained server



Case 1: Smart pump demonstrator
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Case 1: modelling

Equipment
Number of 

devices
Comments

VFD 5
ABB ACS310 series, 1 bigger VFD and 4 smaller ones

Motor 5
China Southern Pump, 1 motor with 1.5 kW and 4 small motors
with 0.5 kW

Pump 5
China Southern Pump, 1 big pump 1.5 kW and 4 small pumps with
0.5 kW

Flow meter 1 2
Asmik smart electromagnetic integrated flowmeter for big pump
system and main output pipe of small pump systems

Flow meter 2 2
Asmik smart electromagnetic split flowmeter for small pump
system #1 and #3

Pressure meter 10
Asmik smart pressure meter for all pump systems installed before
and after the pump



Case 1: OPC address space modelling



Case 2: smart socket
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Case 3: smart home
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